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Excurse to history

Hauumurapi. ¢

Code review platform g

Hammurapi*, king of Babylon (1792-1750 BC)

Hammurapi (1792-1750 BC) was the sixth ruler of a line of Amorite kings, who had
established themselves at the city of Babylon around 1900 BC.

Hammurapi is perhaps most celebrated for his so-called law-code. Although it was not
intended to function like a modern law-code, its statement of traditional or contemporary
practice in all areas of civil and criminal law was an assertion of Hammurapi's role as the
champion of justice. One copy of the text, written in Akkadian cuneiform on a large stela,
was carried off as booty by an Elamite army to the city of Susa in the thirteenth century
BC, and is now in the Musée du Louvre, Paris. There are 282 laws.

English translation of the Hammurapi Code of Laws can be found here:

Our Hammurapi is a code review tool — it scans Java source files and finds “smelly places”.
We don’t have as many laws (they are called inspectors) as on the Hammurapi stela.
Currently there are over 120 built-in inspectors shipped with Hammurapi. Custom
inspectors are easy to write.

* Also spelled as Hammurabi.
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Tools

Hanvmuraml

Code review platform

Hammurapi contains the following tools:

Hammurapi — performs automated reviews of Java source code. Can be executed from
command line or as Ant task. Loads all source files in database-backed Jsel repository and
generates detailed reports. Intended audience — architects who want to see the whole picture.

*Quickurapi (quick Hammurapi) — Sacrifices insight for the sake of speed. Reviews Java files
one-by-one using in-memory Jsel repository. Generates simplified reports. Can be executed
from command line or as Ant task. Intended audience — developers who care about
compliance of their files.

*Archiver — packages source files and class files/jars in an archive file (.har) to be processed
by Hammurapi or Quickurapi. This tool allows to separate review request and execution in
space and time. Possible usage scenarios: a) Troubleshooting b) Archiver can be executed as
part of build process (it is very fast) and put an archive into a queue directory or ftp it to
another machine to be processed by Hammurapi.

*Query tool — Console application. Allows to query source repositories in a way similar to
querying databases. Uses OGNL for model navigation. There are plans to switch to OCL.
Syntax: select <OGNL expression> from <type> where <OGNL expression>.

*Plugin framework — Classes to embed Hammurapi into Java apps.

*Eclipse plugin — Hammurapi plugin for Eclipse
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Benefits
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] Gartner says only 32% of the 2.5 million
TCO red UCtlon . Java developers in the world have genuine
knowledge, which means there is a serious
- Developers learn while they work lack of high-level development skills.

— Qutsourcing and on-boarding is easier because corporate standard are
enforced automatically

Information week: “Many companies are not satisfied with outsourcing’.
One of reasons — low code quality.

— Maintenance is easier because all code follows standards

— Safety net provided by Hammurapi allows to use advanced coding
techniques, e.g. complex patterns.

Risk mitigation
» Automated detection of potential problems mitigates risk of runtime failures

» Technology stack inspector mitigates risk of rework caused by usage of
improper library or version of library
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Jump start
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Code review platform

Review sample files:

 Download Hammurapi from

 Unzip

* Run ant inprojects/template directory

« Openproject/template/review/report.html in a Web browser

Review your files:

» Create a copy of projects/template directory
« Put your source files to src directory

« Putjar files to 1ib directory

* Run ant clean

* Run ant

 Browse report created in review directory
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Architect
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Inspector_
Set

Automated
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review

Enterprise-oriented

000

Developers

* Inspectors and waivers can be loaded
from files and URLs, e.g. from a central
web server.

 Hierarchical inspector sets and
inspector configuration from multiple
sources — you can define common rules
and then fine tune them for technology,
component or review type.

» Waivers — handle special cases.

* Listeners — integration.

« HTML Reports — publish in Intranet.

* Builds can be failed on low code quality.

» Omnipresence:

» Developer desktop - Eclipse plugin or
Quick task

» Version control - CVS check-in handler
(Quick task)

» Build process — Ant task.
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Results of

* code reviews

e production troubleshooting

« end-of-project “lessons learned” sessions

can be captured as inspectors and disseminated to the whole
organization.
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Control
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Hammurapi allows you to actively defend yourself from bad code by failing
builds on:

» Sigma threshold — if Sigma is too low
* DPMO threshold — if DPMO is too high

 Severity threshold — if code contains violations more severe than you
can tolerate.

« Warnings — if not all inspectors could perform their job (misconfiguration)
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Time dimension
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Review results are persisted and reviews have
“time dimension’:

* Files changed since last review are marked with “New" icon

 Baselined reviews show deltas between current review and
base review

 History annotation shows codebase evolution in a table and
charts.

« Comply-on-touch policy

* Only modified files are reviewed — faster incremental
reviews while producing complete report.

http://www.hammurapi.org Pavel Vlasov, January 2005



Hamiurap @ %

Code review platform

Files changed

since last
Files review
orzhammurapi R
BaseInspector.java
BaseParameierizahle
Bage SelfDescrihi

ector. java E@E

ector.java

Base Task java E
DomiInspectorDescriptor. java T

Do ectorSource.java
DomWaiver.java
DomWaiverSource.java
EmbeddedInspectorSeiDocumenter. java
FilterEniry.java

FilteringInspector java
HammurapiArchiver.java HEW!
HammurapiExceptionjava
HammurapiFile Setjava
HammurapiMMTask java HEe:
Hammurapilon ConsumahleException. java
HammurapiBuntine Exception. java
HammurapiTask.java HE%

http://www.hammurapi.org

Changes highlighting

Package is

contains

Bager. -umeterizableInspecior.java E@E@
Base Selfls. scribingInspector.java
BaseTaskjava 216
DomInspectorDescripior.java EHEW!

Do ectorSource.java
DomWaiver. java
DomWaiverSource.java
EmheddedInspectorSeiDocumenter. java
FilterEniry.java

Filterimzlnspector java

HammurapiArchiver.java TR
HammurapiExceptionjava

HammurapiFile Set.java
HammurapiMMTask java HEw
HammurapiMonConsumahle Exceplion.java
HammurapiRuntime Exceptionjava

highlighted if it

changed files

1411 28 317 4781
45 1 230 4411
1082 20 850 4638
17567 385 1012 4 587
7231 136 623 4728
1501 33 1059 4573
5180 74 TaE 4668
1475 3001057 4.574
1404 40 1566 4.454
252 50 1269 % 4518
103 1] 0 Full compliance
8141 144 1028 4,582
309 71974 4382
349 & 045 4.60°7
22 45 1427 4483
207 8| 2087 4365
315 T 1935 4388

Pavel Vlasov, January 2005



Code review platform

Ijjalmlmummi] f-_‘ Baselined reviews

Hammurapi
Resulis

Date 2004111/28

Baseline

Baseline date 2004102124 date
Packages 20

Files 306

Codebase 334000 (+204113

Reviews §31222 (+127421)

Violations 11044 (+2469)

Waived violations 0

DPMO 1015 (-3) Deltas
Sigma 4586 (+0.002)
Severity summary

Severity 1, total 202

ER-002  Erapty catchblock S+
ER-011  Csclomatic cormplexaty exceeds specified lirnit 30 (240
ER-035 | Switch statement case without break’ 3D
ER-04%  Tse BigDecirval instead of Float or Diowble for monetary values BT+
ER-0V3  Call'superclone () in all ‘clone () methods 1
ER-076 | Make inmer classes "prmvate” % 11 (+3)
ER-020 | Awoid "for", "do", "while", "if™ and "if ... else" staternents with empty bodies Q-1
FR111 LionZE4T is rrandatory for all logging in ERC. Systern.out println willbe lost in a systerm 36 (+3)

console of our webfapp server.
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Hammurapi

history of reviews

Q)

History annotation

Codehase
Date | Description Reports| - Reviews | Activity (Vi) Violations Max severity | Sigma DPAO
Files| Nodes
2004-08-24|Release 3.2.0 1| 261253589 403807 100 8575 1| 4584 1020
2004-10-19 | Belease 330 1| 277280302 4468054 0 362 1| 4585 1017
2004-11-02 | Helease 3.4.0 1| 2001313013 4077744 I 10281 1| 4589 1002
2004-11-09 |Release 3.4.1 1| 299|313013| 407744 1 10281 1| 4589| 1002
2004-11-21 |Release 3.5.0 1| 2991315883 502152 1 10373 1| 4589| 1002
2004-11-28 |Release 36.0 1| 306|334000| 531228 19 11044 1| 4586 1015
Codebase history (files)
305
300
285 A
200 -
m 285
Y- 280
275 | e
270 - -
_;—'-"_-'-'-'_-
265 e
.—-"'"'--——
260 . h " " h : .
30-Aug 14-Sep 28-Sep 14 Dt 28-0Oct 13-Mow 28-Mow
Time

http://www.hammurapi.org

Activity (%)

Sigma

100
a0
20
O
G0
50

20
20
10

45280
4.5885 1
45880
45875
45870
45865 4
45860
45855 1
45850
4.5845 1
45240

Activity history
. 1|
30-Aug 14-Sep 28-Sep 14 Cct 208-0ct 13-Maow 28-Mov
Time

W Activity (%)

Sigma history
I".I
\
III|
\
30-Aug 14-Sep 28-Sep 14 Cct 208-0et 13-Mov 28-Maov
Time
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Code review platform

In incremental reviews setup

Inspectors do not have retroactive force
unless “force” attribute is set to “true”

Hammurapi reviews only files modified since last review.

If new inspectors are added to inspector set between reviews
then they will report violations only in “touched” files —
modified or newly added.

This allows to implement gradual code quality improvement on
large code bases — inspectors are added in small groups and
developers shall bring to compliance only files they currently
work on.
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Code review platform

Hammurapi -C) »

Jsel metamodel

B Attributable
Repository
- +  setAttribute(String, Object) : void
+ load(Fil
N /g:diF;’l:)Smn I + getAttribute(String) : Object
4 9 + removeAttribute(String) : Object
Backags| - SourceMarker
*+ name: String LanguageElement ZI
+ ast AST *parent
; q JavaDoc
+ signature: Signature
+ text: String
+ accept(Visitor) : void v e T

+ navigate(String) : Object | *

Hammurapi inspectors work on Java metamodel in
contrast with most code review tools which work on
AST (parse tree) or bytecode. It makes inspectors

easy to write.

Jsel comparing to AST is like Java comparing to
assembly language. o]

+ iterate(String) : lterator [

statements

Modifiable
- modifiers: List<String>

i

1 Statement

TypeSpecification Forlnitializer ::C
Ref
Type + isAmray: Boolean D i - . List<St:

L B

+retumnType [r /

_

5 75 e Code
Var Initial
CompilationUnit +types| T + name: String F fJ |
fo——=1= " wame: sting| [+ value: sting ragment of Jse
1 Y R zr [r metamodel
+type Class TypeSpecification | |
+implementedinterfaces | Typeldentifier
Class L El t|| Arrayinitiali:
+superclass L .
xpressions ::Expression
Interface 0.1
+superinterfaces /]\. BuiltinType | *type BuiltinTypeSpecification
Parameter Operation
+ isFi bo n + throws: List<String>
[r + name: String
[ I I I I I I I ]
Doubl Long Float Int Short Char Byte Bool Void
Method Constructor
+ name: String

http://www.hammurapi.org
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Code review platform

-Hammurapi uses modified Visitor
pattern to navigate inspectors through
source code.

Dispatching
visitor is a bus
and inspectors

are passengers.

» Navigation is performed through Jsel
model, not through AST.

* Inspectors don’t need to implement
Visitor interface — Dispatching V|S|tor
iInvokes visit() and leave() methods
based on type compatibility

« Javadoc comments are parsed and
visited by inspectors

* Individual tokens are visited as well
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Report structure

Code review platform

'0

Everything is within 2 mouse clicks

Inspector
descriptor
Waived
Report ViOIationS
Inspectors Inspector
catalog / S
Metric
7| details
—»| Annotation
& JavaDoc v
A Compilation unit
report
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Code review platform

Hammurapi Q) » o~

Hammurapi 3.6.0 Haﬂ]lnurapi
fospectors Navigation Results
Date 2004111028
Tarval
o frame _
Baseline date 200405124
Surntmary
Severity surmary Packages 20
f—emfst. Files 306
nnotations
» Technology stack Codehase 334000 (+20411)
. HCS3
. ISP-Metrcs Reviews 531228 (+127421)
e Violations 11044 (+2463)
Waived violations 1}
Files DPMO 1015 (-5
Si 4586 (+0.002
e A 3340 igma (+0.002)
BaseInspector.java 28 Severity s
BaseParametierizable. ector.java FEA] 7
Bage SelfDescribi ector.java 29 Severity 1, total 202
Base Taskjava 55 36 | Mspestor [ meseatpton T e
DomInspeciorDescripior.java R 136 ER-002 | Erapty eatch block )]
Do eciorSource. java 33 ER-011 | Cyclomatic complexity exceeds specified lirit S0 (+24)
DomWaiver.java 74 ER-035 | Switch staternent case without hreal’ 343
DomWaiverSource. java a0 ER-048 | Use BigDecimal instead of Float or Double for monetary values 27(+13)
EmbeddedInspectorSeiDocumenter. java 40 ER-073  Call'super.clone () in all ‘clone ()* methods 1
FilterEniry.java 5 ER-076 | Ivake inner classes "piivate” 11 i+3)
FilteringInspector java ER-020 | Awoid “for", “do”, "while", "if™ and "if .. else" staternents with erapty bodies 9i-13
Hammurapisrchiver.java e 144 ER-111  LOGAI is mandatory for all logzing in ERC. Systeraout println will be lost in a system consale of our web/app server. | 36 (+3)
HammurapiFxception. java 7
HammurapiFile Set java 6 Severity 2, total 254
HammurapiMM Task.java 2% o5 | omeees R pesepiion N e
Hamm iNon ConsumahleExcep tion.java s ER-004 | & clags should have no public fields except 'final or 'static final™ 51
HammurapiNon Lonsumablebxcep lon. java
RuntimeFxception. java 7 ER-008 | Synchronize at the block level rather than the method level 1
HammurapiRuntime Exception.java
Hamm iTask. java HERE 37 ER-002 | For staterment requires update clause 13{+0
Hammurapi [ask java
Inspecior.java 1 ER-010 | Assignement inside conditional 3
InspectorContext java 9 ER-017 | For comprehensibility, formal pararaeters should be final 1403 {+3638)
InspectorContextBase. java 72 ER-033 | Source file i oo long Li-1
x o = . + x|l FE.O3T T osicsl necting limit sveesdad
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Link to
inspectors
catalog

Bold font
indicates that
file contains

violations

Navigation frame

Hammurapi 3.6.0
L Inspectors
Javallog

Link to
JavaDoc
SUMATY

Severity suratraTy
Ivletrics
Annotations
» Technology stack
« MESS
o JAP-Ivletncs
» History
«  CallerTrace

org.hammurapi @E@

Base ecior.java
BaseParameterizahle ecior.javra Eﬁ@
Base SeliDescribi ector.java

BaseTask java E@E@
- DomInspectorDescriptor.jara EEE:E

Da ectorSource.java
Dom'Waiver.java
DomWaiverSource. java
EmbeddedInspectorSeiDocume nier. java

FilterEniry.java

Indicates that
package
contains

modified files

Modified since
last review

JTotal number
| violations in

23 [——__ package

20

365

136

2| e
Violations in

30 file

40

http://www.hammurapi.org
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Inspectors catalog
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Severity

| Coding Guidelines
1. ER-054 (1} Aoid calling an "sbatract” method from a constroctor in an "shetract” class
2. ER-033 () Somrce file 15 too long
3. ER-104 (2) Use a Collection instead of arrass Ohject[]
4. ER-031 () Iore than one staternent per line
ER-032 (3) Array declarators shold be placed next to the type, not the variable narme
ER-D34 (3} Variables should be declared in indrAdual statements.
ER-036 {3) Line 15 too long
ER-094 (3} Erapty statements
9. ER-098 (%) Mo need to provide (poblic, shetract, ) modifiers for interface methods
10. ER-107 {3) Instance variables and method names shouldn't have sare natoe
11. ER-200 (3} Instance wariables and the declaring type shonlde't have sarne naroe
12. ER-201 (=) Discourage nsage of instance sariables like a, 1 by endorcing rairaraal variable nare length.

Inspector
category

Database Connection Pool
13 ER-207 (1) S0L Resonrce Managemnent - Create Staterment Without Close Rule: ¥ou have to close each ereated SQL Staternent on method level. Use the
finally block, but check for rull walue. If wou use a operation in the finally block for closing your SOL resowrce, please define the operation naree i the
inspector.anl. Harroarapi will search for this method call and check the parameter ist. This rule i only applicable in a connection-pooled errvironament.
14. ER-208 1) SOL Besonrce Management - Create Staterment Within a Loop: Mever create Staterments inside loops. This rule is only applicabls in a connection-
pooled ervvivonnent.
15, ER-206 2} Wrong declaration of 30L Resources Managernent: Do not declare Staternents and ResultSets on Instance Level bart use local wariables on method
lewvel omly. ¥iom rnay rin in leakage problems if son do not close these resources in a comnection-pooled exsironeent.

Link to
descriptor

16, ER-055 (1) Declare bean classes "public”, but not "firal"

17. ER-056 (1) Declare ‘sjhCreate () methods "public®, but neither “static” nor "final”
12, ER-05T (1) Dieclare finder methods "poblic” and neither "final" nor "static"

19. ER-058 (1) Irnplement one or more ‘elbCreate () methods in bean classes

20, ER-059 (1) Irapleraent watching ‘ejbPostCreate ()’ methods for esery ‘ehCreated)’ in EntitvBean classes
21, ER-061 {1) Do not define 'finalize ) method inhean classes

22 ER-063 (1) Declare 'sjuPostCreate () "public” and neather “static” nor "final”

23, ER-064 (1) Ivlake the retwrm type "void" for SessionBeans' ‘efbCreate () methods
24, ER-065 (1) Ivlake the retwy type "“woid" for the 'efoPostCreate (' method

25, ER-066 (1) fvoid passing the "this" reference as an argornent

26. ER-067 (1) Awoid retmrning "this"

27 ER-068 (1) &void starting, stopping, or managing threads in any way

28, ER-060 (2} £void loading natre libraries in a Bean class

29 ER-062 (2) Declare all "static” flelds in the ETB cormponent "final”
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Inspector descriptor is
an educational resource
on developer’s fingertips

http://www.hammurapi.org

g

Inspector descriptor

ER-204 &location of the resource showld follmer tryifinally pattern to ensare proper de-allocation.

Severity
Enahled
Waivahle
Rationale
YViolation

Fix

2
wes

Alocating resonrce and not properly disposing it is & corntnon problem in applications (JOBCINDIGockets). Usually this happens due to ot using trrfinally patterm.

woid problemCodel (DataSource ds) |
Connection conn = ds. getConnection();
PreparedStatement stmt = conn.prepareStatement ("SELECT * FROM MY _TABLE");
L.
conn.close);

}

void problemCodeZ (Datafource ds) |
Contiection conn = nall;

try |
Commection conn = ds_gebConnectioni);
Prepareditatement stwt = conn.prepareftatement ("SELECT * FROM MY TABLE");
L .

} finally {
conn.close) ;
}
}

woid problemCode3 (Datafource d=) |
Connection comn = ds.getComnnectioni):;
try {
L .
} finally {

conn. getfutoCommit(); Fff can throw an exeption and next line newver execute
conn.close();

Comnection conn = ds.getConnectioni);
try {
PreparedStatemnsnt stmt = conh.prepareStatement ("SELECT * FROM MY TABLE") ;
Ffoco
} finally {
conn.close () ;

}
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Hammurapi ¢ »

Hammurapi Meirics
. . © Mame  Number Max Tonl

Resulis Link to list Change ratin 306 ﬂﬁ LoD 5800

Date 200411128 , of metric Class complesity 307 000 1350) 12900 414700

Baseline date 2004102524 Totals with sources Code length 2078 000 226 26200 1716200

Packages 20 deltas File lensth 306 2000 12043 | 104400 3960200

Files 06 MCSS Class Inspector 341 000 7847 95600 26761.00

Codebase 334000 (+20411) MCSS MWethod nspector 1908 000 236 26200 1596200

Reviews 531208 (+127421) MCES Method p Class Inspector | 1596 100 724 4200 1156200

Violations {1044 (42469) Operation complesity 2068 000 219 3800 454400

Waived violations 0 Annotations \

DPMO 1015 (-5) Color coding of

Sigma 4586 (+1.002) Li : : - feoimnlogy stock maximum severit

ink to Link to list . NCSS y
Severity summary descriptor of sources e in the file:
+ CallerTrace 1 — Pink,

Severity 1, total 202 _ 2_ Yellow,

EB-002 | Empty catchblack S Files 3- Green,

ER-011  Cyclomatic complexity exceeds specified limit 50 (+24) Other = Wh |te /

ERE-035  Switch statement case without hreak' 305 ol‘g.ha.nm‘lu.rapi m

ER-04% | [ze BigDecirnal instead of Float or Dovble for monetary values T (+13)

ER073  Call'super.clome () in all'slome (' methods 1 BaseInspecior.java 1411 2 517 4721
ER-076  Ivlake inmer classes “private” 11 (+3) BaseParameterizahleInspector. java TER: 462 5 930 4611
ER-080  Awvoid "for', "do”, "while", "if" and "if ... else" staternents with empty bodies 91 BaseSelfDescribi ector.iava 1082 79 50 4678
ER-111 | LOGAT iz mandatory for all lngzing in ERC. Syreterreout println will be lost in a systern console of our weblapp sereer. | 36 (+3) A m 17567 265 1012 4587
Severity 2, total 2542 DomnspectorDescriptor.java P2 7231 136 F23 4728
Tepecor  Desapon  Humher DomlnspectorSource java 1501 B 10 4573
EB-004 | & class should have no public fields except 'final' or ‘static final " 5l DomWaiver.java s180 74 THE 4 668
ER-008  Symchromize at the block level rather than the method level L DomWaiverSource.java 1475 30 1057 4574
ERO09 | For staterent requires update cliuse 1B+ EmbeddedinspectorSeiDocumenter.java 1404 a0 1566 4454
ER0I0 | fssigravent inside conditional 3 FilterEniry.java 252 5 1260 4319
EB-017 | For comprehensibility, formal parameters should be final 1403 (+368) Filterinelnspector jzva 103 0 0| Full cormpliance
ER-023 Source file iz too lons 1010
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Code review platform

Inspector ER-002 summary

Severity: 1
Yersion: 2,1,5
Description: Expty catch block

Violations
1 orgharaorapiteclipse plunnHarroorapiBPuoilder java la%
2 orglhararrapileclipse pluginHareranrapiBuilder java 150 19
3 orgharrrnrapiinspectors i LogExceptionsFule java a5 19
4 orglharnrrapiinspectors U rnsed VariahlesBule java al Ey
5 orglhararerapilinepectorsimetrics\b rehitecturall averlnepector java | 371 35
571 } catch [(RuntimeException e) |
572 A4 ToDD buto-generated catch hlock
S8 b
374 b
375 b
a37a

http://www.hammurapi.org Pavel Vlasov, January 2005



Code review platform

m@mm_]wmm f‘ﬂ Compilation Unit
=l

InspectorSource Entry. java i+
PR £ ¥ Hammwarapi
_— 3 * iutomated Java code rewview system.
D ZM40128 4 * Copyright (C) Z004 Pavel Vlasow
Codebase bl 5 *
:;: ‘;, 6 * This program is free software; you can redistribute it andSor modify
Sigwa 432 7 * it under the terms of the GNUT Ceneral Public License as published by
et 8 * the Free Software Foundation; sither wersion 2 of the License, or

9 * {at your option) any later wersion.
Clazs complety 1183 103 100| 300
Cm‘:riﬂg:]. 1183 103 100| 300 10 -
Pl bl _ 14100 100 |41 00| 5100 1l * Thi=s program is distributed in the hope that it will be us=ful,
St e Violations 1z * but WITHOUT ANY WARRANTY; without ewen the implied warranty of
HCSS Mechod p Clos Laspecior L 10| 10| 100|100 12 * MERCHANTABILITY or FITHEEE FOR A PARTICULAER PURPOSE. ESee the
Spuntitenplely R 14 * CGHIT General Public License for more details.
e % ERAX 3 Lis g ton long l& * Tou should hawve received a copy of the GNUO General Public License
; - :ﬁ 1i:::$ 17| * along with this program; if not, write to the Free Software
4 1 ELE 3 Ul s seacezy - defen bt o for cles 18 * Foundation, Inc., £ Temple Place, Suite 323320, Boston, MA 0Z111-13z207 US4
5 3B 3 Drocurest ol Iteefuces wd poblic methode. Uoe o Cleco beader Provids Toudoc
1 EFTYTE] 2 For congmelanchliy, Zval punmeces: shortdbe finad 1z =

20 * TRL: http: /v _hanwarapi. org

21 * e-Mail: wvlasoviApavelvlasow.com

Ze

23 */

24

S £& package org. hamwmurapi;
e bl 3

27

28 import com.pavelwlasov.ant FmlSourceEntry;

E3

20 S F*

- 31 * Inspector source. BEeads inspectors from file or URL.
|:||:| 3Z * [ant.element hame="inspectorsource"
23 * [@author Pavel Vlasow

EF e kg 3 Rkl aa . . .
N 3d * [@wversion FRevision: 1.2 F
ZHampurt on. paveiviasey. . i Teurcelaseys

- pave. 7 2L g

sron £a1m ex TR 25 public class InspectorSourceEntry extends XmlSourceEntry implements InspectorSource |

- L a7 public void loadInspectors({Inspectorfet inspectorfSet) throws HammurapiException {
B 110 olass Tnapscorsomensnrry axtemds XolFousceBsisy Lralenents TRRACTSTIEECY | 28 newr DomInspectorSource (getlocumentElement () ) . loadInspectors (inspectorfet) ;
Ed pablic wodd 1 1 thromne 1
= iy " Lamert 117 Leads - i 39 }
] i)
@ 40}
£ 41
Fomnsgs 169 Coagoighe BE0M Favel Mosow AL bighas Feserved 4z
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Code review platform

Hammmurapi ) « Metric details

"File length" metric details

Min: 200

Awg: 129 43790349673204
Max: 1044.0

Total: 396020

Samples: 306

Measuremenis

20.0 | orgthatrewrapiinspectorstnetricsicallertrace M ode java 7:1

26.0 | orgtharrrwrapiimspectorsirnetrics\b rehitecturall avrertlappiveTable javes 701
200 | orgtharernurapiinepectorsitnetticsleallentrace Seatchllethod java 7:1

29.0 | orgtharrnnrapiinspectors SysternGrellisnseRale java 7:1

Ordered
by value

™~

350 orgtharrewrapiivesults WamedBesults java 24:1
34.0 | orgharrnrapiinspectorsiSoglStatement A slnstance VanahleFale jana 5:1

34.0 | orgtharennrapiWarerEntry java 2501

34.0 | orgthareranrapiresults Inlinet rnotation java 24:1
350 | orgtharmurapiinspector-ontextFactory java 24:1

350 orgharrnrapFilteringInspector. java 24:1

b s IR = TR LY. T B OOy % B O B )

RPN —
— O

36.0 | orgtharenurapiresults \BesiewBesults java 24:1

http://www.hammurapi.org Pavel Vlasov, January 2005



Architecture

Hanvmuraml

Code review platform

Hammurapi
Ant task Quick task Archiver Eclipse plugin
Inspectors Stylesheets || Plugin framework
Core SQLC Generated classes

Jsel .

Common library

Ant

Antlr || Hypersonic

SQLC

Rendering
framework

SqlProcessor

Dispatching visitor

http://www.hammurapi.org

Click on a box to navigate to product home page

Pavel Vlasov, January 2005


http://ant.apache.org/
http://sourceforge.net/projects/hsqldb/
http://www.pavelvlasov.com/pv/content/Articles/sqlc/sqlc.html
http://www.pavelvlasov.com/pv/content/Articles/articles.sql.html
http://www.pavelvlasov.com/pv/content/Products/Common/products.common.html
http://www.pavelvlasov.com/pv/content/Products/Jsel/products.jsel.html
http://www.hammurapi.org/content/Hammurapi.1.8.html
http://www.antlr.org/
http://www.hammurapi.org/

Code review platform

Source files

Classes from

http://www.hammurapi.org

Architecture (continued)

A“ﬂt

Inspector set

Inspector

h.qlmmmHMMu

Inspector

- -

Inspector

Dispatching visitor

Inspectar

H Inspecior contex

- -

Inspector

H Inspector contex

Inspactor

PT#IMWWHMMu

e o e —

e A S

P
-y ———
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Sample inspector

Hanvmuraml

Code review platform Requires to use a.equals (b)

instead of a.compareTo (b) ==

public class UseEqualsInsteadofCompareTolnspector extends Baselnspector |

public void wvizit (MethodCall methodCall) throws JszelException |
PrimarvExpression namwe = methodCall.getlame () !
if (nawe instanceof Dot) |

if [(parent instanceof Ecual) |
Chiject thedtherOperand=|( (Expression) parent) .getOperands () .get(0) !
if (theOtherOperand==methodCall) {
thedtherOperand=( (Expression) parent) .getOperands() .get (1) ;

if (theOtherOperand instanceof IntegerConstant
£& [ [IntegerConstant) theOtherOperand) .getValue () ==0] {
context.reportViolation (parent) ;

name= ([PrimaryExpression) nawe.getOperands () .get(l):

H

if ("compareTo.equals (nawe.to3tring() ) &% methodCall.getParameters() .size()==1]) {
LanguageElement parent = [ (LanguageElement) methodCall) .getParent () ;

y <inspector-descriptors
<name>ER-114</ name>

<categoryrCoding standards</categorys
<enabledryes</enabled:

H <severityri</severitys

Sou rce ohject.compareTo (anotherdbject) ==0</description>
<rationale>equals()] is part of the jawva.lang.lhject contract whereas cowmpareTol)
/ iz part of the jawva.lang.Comparable contract. Use more generic methods.
\/ Mot every class implements compareTol), but each
. zlas=s has equals() method.
Descrlptor </rationale>

</ inspector-descriptor>

<inspector type="org.hammurapi.inspectors.UseEqualsInsteaddfCompareTolInspector™y/ >
<description>Use object.equalsianotherCbhiject) instead of

http://www.hammurapi.org
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Inspector services

Hanvmuraml

Code review platform

Inspectors are provided the following services:

 Configuration injection through setters.

* Inspector Context allows inspectors to
» Add metrics
» Add annotations
* Report violations
* Issue a waiver for another inspecor

* QOutput warning
» Perform logging at debug, verbose and info levels.

» Session provides:
* Inspectors interaction
* Persistency

http://www.hammurapi.org Pavel Vlasov, January 2005



Annotations

Hanvmuraml

Code review platform g

Annotation is a means to customize Hammurapi report by
adding arbitrary information.

] Hammurapi 3.6.0 j ;:.:; l;mhm
Two types of annotations :| e
W55 Class Inspector
° |_|nked annotations TavaDoc NCSS Method Inspectar
: HCSS Method p Class Insp
. . Seventy surnrnary Clperation coraplesaty
* Inline annotations Metrios
Lnnotations Annotations
« Technolosy stack
. HNCSS
! 1P Metrs + Tecluolgy s || sl >
: I(;Ial?]tﬁl:;TmJ:e : m—etn}:s
S . Histary
Files «  TallerTrace

As names suggest the first is rendered as a link and the second
IS inlined into summary page.

http://www.hammurapi.org Pavel Vlasov, January 2005



Code review platform

Hamwurapi Q) s

Tech stack inspector

Example of linked Technology stack
Technology stack annotatoin .
Surntnaty Products Licenses
Swmmary Produets Licenses [] | ] > .
Licenses
Publishers and Products Mame Description Category Products Clients
- Comnons
. - Logd
ache foundation Jpache : O_IE_.I "
liceree Tools =
Clients: 36 e
Mame Description Categy
. . . . ST - Eclipse platform
This product was inferred by the technology stack inspector from the package narne. ¥ou should explicitly add CPL Coraraon Public License T 2
Corrnons ; = ” . It
proper information into the technology stack inspector corfigration fil P
s - Jee
Lazdi This product was inferred by the technology stack inspector from the package narne. ¥ou should explicitly add GPL G Greneral Public License B g.mmum]gi s
=22 proper information nto the technology stack inspector cordizration {il
- - - — LGPL GHNU Lesser General Fublic License - Cornnon lhbrary | 176
This product was inferred by the technology stack inspector from the package name. You should explicitly add
Qro roper information into the technology stack inspector configuration file Fublic doain | Public domain software
PP &Y F b Technology stack
Tools This prgdw:t was m:emdby the technology ;tack inspector from_ the package narne. Vou should explicitly add . This license was inferred
I proper inforration into the technology stack inspector eordfiguration file oplﬂuenms::lrce stack inspector from the
“nath Thus prgdw:t was m:emdby the techrnlogy ;tack inspector from_ the package narne. You showld explicitly add license Shﬂhﬂs;mhmﬂ{?dd Py Swrnrnary Products Licenses
2l proper information o the technology stack inspector cordizration fil tec 2y stack mspect
Pavel Vlasov Z/ Clients of product Herrmnrvpi
Cliemis: 233 Q,D Client
MName Description Category | License Clienis . ] .
o urapiChickH srorvurapiTask java
Tzel Parses Java sowrce files and represents them as a graph of Java ohjects (repository) | Parsers GFL (174 P -
H i Code review tool Code review |GEL |2 od :> = ek Fackage Results e
p /
s o A oo o T = orgharararapifCnickResultsCollector java
C library | Collection of utility clas: Mlisc. b LGPL |17 e - s
OO0 ollection of utility classes i, lhrary 176 . O - P
Eclipse contribuiors orgfharararapifChnic kS urarnary java
orgiharmrirapifine pectorsthistoryHistoryInspector java
Cliens: 4 orglamsrrapifresults/persistentfidbeis coresatedResults java
Name Description | Category | License Clients orgiharmrrapifresultefpersistent fdbe B asicResults java
Eclipss platforr | Java IDE IDE CPL 4 orgharrmrapiftesults/persistentjdbeBesultsFactory java

http://www.hammurapi.org
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Iﬂamwwrfajmﬂf‘m Eclipse plugin

Code review platform

Under development
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Walivers

Hanvmuraml

Code review platform

Waiver is the way to tell Hammurapi that some finding is not actually a violation. For example
sometimes you need to have empty catch block as in the example below:

int integer=defaultValue; . . . . .
: S ﬁalvers are defined in XML file. TyplcaI\
if (string!=null) { o ) .
try { scenario is that the Architect or Senior
integer=Integer.parselnt (string) ; developer manually reviews Hammurapi
} catch (NumberFormatException e) { findings and decides what to do — fix or
// do nothing - use default value giveawaiver_

zZ—
<waiver>
Wa|VerS are bound not tN <inspector-name>ER-002</inspector-name>
line and column but to parse

<signature>org/hammurapi/inspectors/testcases/violations/EmptyCatchBloc

e kRuleViolationTestCase. java:at[EmptyCatchBlockRuleViolationTestCase] :ao
path - They survive mOSt [getFirstByte (java.lang.String)]:eo[1] :es[java.io.IOException]</signatu
source modifications it

<reason>This exception is ignored for testing purposes.</reason>
<expiration-date>2004/05/15</expiration-date>
</waiver>

Waived violations will appear in the report as shown below:

Waived violations Waivers may
l----___ _have
19 ER-002 1| Empty catch block To demonstrate watvers n action | 2004/05/18 eXpIratlon date

*\Waivers can be given per location (as described above) or per class/interface, compilation unit or package.

http://www.hammurapi.org
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Inspectors interaction

Hanvmuraml

Code review platform =
P B

- Auto-waivers — inspector can waive findings of another.

* Filters — inspector act as an approver on visit() methods for another
inspector or multiple inspectors.

» Accessing other inspector context — inspector can report violations on
behalf of another.

* Ordering — It is possible to ensure that visit() method of one inspector is
always executed before visit() method of another.

« Attributes of context and session — Inspector context and Session are
attributable. It allows inspectors share information.

o Attributes of Jsel elements — same as above.

» Database — Inspectors have access to a database to store information
and access information stored by other inspectors or at previous reviews.

http://www.hammurapi.org Pavel Vlasov, January 2005



Hanvmuraml

Code review platform

Auto walivers

Autowaivers allow one inspector waive finding of another.

Example: if code complies with “ER-049 Unify logging strategy - define individual
logger for class” then it violates “ER-075 Avoid hiding inherited instance fields”.*

To avoid this situation ER-049 automatically waives ER-075 by calling

context.waive (element,

“AvoilidHidingInheritedInstanceFields”) .

The first parameter is the element for which waiver is given. The second parameter
is a logical name of the inspector which finding is being waived.

<hame>ER-075</ hame >

<£waif§s>

<waivezs key="ivoidHidingInhericedInstanceField=s">»

<reagon>Logger iz intended to hide superclsss logger</resson:>

ER-049 Descriptor
contains <waives>
element

ER-075 is defined
as waivable

N

<inspector-descriptor:>

<name>ER-075</ name>
<enahledsyves</enabled:>
<severityrl</severitys
<inspector type=Tordg.hatmmarapi.
<description>dwvoid hiding inher

“oategory>Chiject Oriented Prograsanl

al——

<rationalex></rationalex
<regourcesx></resources:

-=
<wiclation—-sample>< ! [CDATALA[priwv
<fix-samplex< ! [CDATA[private In
<waivabhleryes</waivablex
<walve-caserCan be autowaived b

</ inspector-descriptors

* ER-049 was enhanced and this situation is not the case anymore. It is shown here as a good example of autowaiving

http://www.hammurapi.org
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Filters

Hanvmuraml

Code review platform

Filtering allows one inspector filter another, which means stop visit() method of
inspector being filtered from being invoked.

This concept is similar to autowaiving, but autowaiving is more precise and
elaborate mechanism.

Autowaived violations appear in the report in “Waived violations™ section.

Filtering prevents inspector from visiting the node being filtered and thus no
violation is ever reported.

Filter — Inspector is a many-to-many relationship. One filter can filter multiple
inspectors and one inspector can be filtered by multiple filters.

Filter may be associated with inspector by name or by category.

http://www.hammurapi.org Pavel Vlasov, January 2005



Next steps

Hanvmuraml

Code review platform --

* “Control center” web application to host and manage inspector sets,
projects, waivers, ...

 Java 1.5 support

* Review of other content types — Jsel in architecture slide can be easily
replaced with another Visitable. Generic support to review any Antlr-
generated AST is already in place.

« Multi-module reviews — combine reviews of different content types in one
report. E.g. Java, SQL, HTML. Or several Java reviews with different
settings. E.g. Java and JSP.

« More inspectors

« Compiled stylesheets to speed-up report generation.

http://www.hammurapi.org Pavel Vlasov, January 2005



Code structure visualization

Code review platform

Help request

IMJ

Jsel & Hammurapi provide means
to collect all necessary info to build
such a picture.

Ul Package

Arrove wickh iz proportional to coupling - measure of
dependency belween packages

N

Diameter iz proportional to package size.
Something like

minDiameter+coef N package size) A Volunteer |S Welcome to
implement visualization part.

Business tier package I

Package layout shall put packages with no incoming
atroves on the left, packages with no outcoming arrows on
the right equidizstantly. The rest of packages shall position
tzelf az if arrows were rubber ribbons which tend to
zhrink. The thicker the arraw the more iz itz shrinking
farce. Mare rules shall apply such as arrows shall not
cross circles and shall not overlap as it can hide circular
dependency .

Border width iz proportional
to package cohesion -
measure of dependency of

clazzez inthe package.

Rezource package

External packages are red, not all of them
shall be shown. E.g. java.ut and javalang
zhall be fitered out

Grade of blue indicates package
abstractness (ratio of abstract methods
to all methods inthe package. Black
packages are fully concrete, light blue
are fully abstract.

http://www.hammurapi.org Pavel Vlasov, January 2005
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